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Privacy and Cookie Notice 

What is a privacy policy? 

A privacy policy is a statement that discloses some or all of the ways a website collects, uses, 

discloses, and manages the data of its visitors and customers. It fulfils a legal requirement to protect 

a visitor or client's privacy. 

Countries have their own laws with different requirements per jurisdiction regarding the use of 

privacy policies. Make sure you are following the legislation relevant to your activities and location. 

Privacy & Cookie Notice 

Xterna Group  and its subsidiaries (collectively “Xterna”, “we”, “us”, “our”) are committed to 

safeguarding the personal information of its website users which includes may include name, email 

address, online identifier, IP addresses (“Personal Information”), and processing it in line with "Data 

Protection Legislation" meaning the General Data Protection Regulation (EU) 2016/679 (“GDPR”), 

the UK Data Protection Act 2018 and any other applicable privacy or data protection laws . XTERNA 

is the data controller in respect of any personal information collected directly from all website 

visitors.  

This Privacy Notice sets out how and why personal information may be collected by XTERNA from 

website visitors and provides other information as required by law including how we respect 

individual rights, and XTERNA’s Cookie Notice applies to any person visiting any XTERNA websites.  

We use Personal Information:  

(a) to provide you with our services on an ongoing basis, in accordance with our contract  

(b) to improve our website and services  

(c) to comply with our own legal and regulatory obligations, including applicable anti-money 

laundering and counter terrorist financial legislation  

(d) for our internal business processes, including providing support to our employees. We may share 

Personal Information with third parties including our professional advisors, service providers, 

regulatory bodies, auditors, technology providers, and any duly authorised agents or related, 

associated, or affiliated companies of the foregoing for the same purposes.  

By submitting your Personal Information to us, you acknowledge that such third parties may receive 

and process your Personal Information. We ask all third parties to treat your Personal Information 

securely and in accordance with this Notice and we take reasonable steps to enforce this.  



V1 XTERNA Privacy and Cookie  Policy 2023 

 

We may also be required to disclose your Personal Information in line with applicable legal 

obligations including anti-money laundering or anti-terrorist financing obligations, to carry out an 

internal investigation, to enforce our website terms and conditions or any other agreement, or 

protect the rights, property, or the safety of XTERNA or it employees.  

This includes exchanging information with other companies and organisations for the purposes of 

fraud protection and prevention who may in turn provide that information (including Personal 

Information and financial information) to foreign tax authorities.  

In exceptional circumstances, if we are sold or merged with another company we may disclose your 

information to a potential buyer, including your Personal Information and other information 

concerning your relationship with us, so that they can continue to provide the services you have 

requested.  

Security Measures We only retain your Personal Information for as long as we have a legitimate 

business interest to do and in line with the Data Protection Legislation. Where you have chosen a 

password which allows you to access certain parts of the Website, you are responsible for keeping 

this password confidential.  

We advise you not to share your password with anyone. Unfortunately, the transmission of 

information via the internet is not completely secure and, although we take steps to protect your 

Personal Information in line with applicable laws, we cannot guarantee the security of your Personal 

Information when it is transmitted via the Website; any transmission is therefore at your own risk. 

Data Transfers Any Personal Information provided to us may be transferred to and stored on third 

parties’ servers and we take reasonable steps to ensure these procedures comply with relevant laws. 

We take steps to protect your Personal Information from unauthorised access and against unlawful 

processing, accidental loss, destruction, and damage.  

Your Rights  

• To request a copy of all the information that we hold about you;  

• To request amendments or corrections so that your records are accurate and up to date;  

• To request that your information is deleted;  

• To request that your information is forwarded on to a 3rd party (“right of data portability”). 

Changes XTERNA may update this Privacy and Cookies Notice, as needed due to legal or business 

requirements. For any other queries or to lodge a complaint, please contact 

compliance@Xterna.com  

Cookies Notice  

What are cookies? A cookie is a small file that is sent to your browser from a web server and is 

stored on your computer. Cookies help us to analyse web traffic and identify which pages of 

XTERNA’s website are being used.  

This website also uses cookies to respond to you as an individual so that it can tailor its operations to 

your needs by gathering and remembering information about your preferences as well as enabling 

you to login to the website. We only use this information for statistical analysis purposes and then it 

is removed from our systems. A cookie in no way gives us access to your computer or any 

information about you, other than information about how you use the Website and the Personal 
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Information you choose to share with us, (including Personal Information you automatically share 

with us by way of your browser settings). 

We use cookies for the following purposes: 

1. Strictly necessary cookies. These cookies are essential in order to enable you to move around the 

website and use its features, such as accessing secure areas.  

2. Performance cookies. These cookies collect information about how visitors use our Website, for 

instance which pages visitors go to most often and if they get error messages from the web pages. 

These cookies don't collect information that identifies a visitor; all information these cookies collect 

is aggregated and is therefore anonymous. It is only used to improve how our Website works.  

3. Functionality cookies. These cookies are used to identify unique visitors to websites. If you log in 

to the website, these are the cookies that allow us to remember who you are and what your 

preferences are so that we can provide you with access to pages personal to you, (for example your 

account pages or your selected font size). These cookies can help to keep your visit to the site 

secure.  

4. Targeting cookies. These cookies collect information about your browsing habits to make 

advertising relevant to you and your interests. These cookies collect the most information about 

users.  

5. Session cookies. These cookies allow us to identify your device as you use the Website, so that you 

are not treated as a new visitor each time you go to another part of the Website. Amending cookie 

preferences If you wish to remove cookies from your browser, you may delete them. The 

instructions for removing cookies from your computer or mobile device depend on the operating 

system and web browser you use. Please note, however, that withdrawing your agreement to the 

use of cookies will impair the functionality that is available on the site. If you would like to find out 

more about cookies in general, please visit www.allaboutcookies.org For any other queries or to 

lodge a complaint, please contact info@Xternagroup.com  
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